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Historically, remote access has been a tactical solution adopted to respond to specific, time-
sensitive business needs, particularly in relation to IT help desks. Organizations would often 
use several remote access products at any time. 

Recently, businesses have shifted towards a more strategic approach to remote access. 
This goes beyond the usual help desk / service desk environment, expanding to facilitate 
functions such as homeworking, training, and sharing of IT resources. 

Rather than using several screen sharing solutions, organizations are consolidating their 
remote access strategy. By working with more sophisticated, enterprise-ready products this 
has proven to be beneficial, providing compelling ROI and increased security benefits. 

Many companies are using the power of such products to help drive change in their 
organizations, particularly in relation to an increasingly mobile workforce.

To gain an insight into the way IT professionals are developing new enterprise-wide remote 
access strategies, we interviewed over 50 senior technology professionals in a wide span of 
industries across the UK, US, and Canada. The results of these interviews have been distilled 
into this eBook. 

Introduction
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Chapter 1
Remote access global trends

Remote and flexible working has increasingly become the norm for businesses in the UK 
and the US – and it’s a growing trend. The UK’s Office for National Statistics reported that 
4.2 million people in the uK regularly worked from home in 2015(2), marking an increase of 
800,000 in a decade. 

The figures are mirrored in the US, where a 2017 Gallup poll(3) showed that 43% of us 
workers spent at least some time working remotely. In addition to the figures associated 
with telecommuting employees, travelling staff are now expecting to be able to access 
information wherever they happen to be. In return, IT help desk and support teams need to 
be able to assist these workers remotely.

Enabling people to work remotely, efficiently and securely is a huge challenge for 
employers.

Demand for remote access

“People can work in most roles from pretty much anywhere these days” 
rob ossian, national Instruments

Matthew bellinger, Microsoft services Manager at the university of sussex, feels that 
employers now expect from their employees a consistent quality of performance, whether 
they are in the office or working from home:

“The real shift is that staff expect to be able to perform their work duties wherever they are, and 
to have the exact same experience regardless of where they are working... we’re going to have 
to develop some newer solutions to deal with the current expectations” 

“70% of 
people 
globally 
work 
remotely at 
least once a 
week” (1)

IWG
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The hunt for a high-quality remote access software to facilitate mobile working is something 
to which William Merritt, enterprise operations Manager at Medidata solutions, Inc. alludes 
to. Merrit employs IT consultants across the globe who need access to the company’s 
network to carry out specific IT tasks that Merrit and his team are not able to handle 
internally. occasionally he found himself needing to send hardware out to the consultants, 
with potential loss of equipment and security breaches.

“I believe that if we had a better remote access solution, we could solve a lot of the challenges 
we’re facing ourselves, rather than onboarding different consulting companies to help out with 
these tasks.” 

rob ossian, senior Manager of digital support at national Instruments, agrees with Merritt 
that with a better remote access solution you can be more flexible in the way that you work.

“It’s undeniable that people can work in most roles from pretty much anywhere these days, if 
conditions allow. And of course, if the role is compatible with flexible working, there’s a really 
large collection of people that don’t have a justification for commuting on a daily basis”. The 
infrastructure needs to be there, though, he stressed: “The right infrastructure leads to better 
organization. You need to have the ability to organize your tools, your access and your 
resources.”

bo Armstrong, Hotel Technology Manager at oTo development, supports the IT needs of 
staff across 60 hotels. As part of his job he is also looking for a single solution to meet all the 
company’s needs: 

“We’d love to find one tool that allows us to do everything we need to do. We want our staff to 
be able to login remotely with unattended access, and we also want to access the computers 
ourselves. We want to be able to send someone to a website, give them a code and be allowed in, 
possibly with a reputable tool that is widely accepted by other businesses.”

Drivers of remote access adoption

According to rob ossian, recruitment is an area that is driving the uptake of remote access 
by helping organizations find the best people, wherever they are:

“If you can get past the geographic distribution plan, which is obviously a big deal for many 
companies, you find that the best people aren’t necessarily all in the same location.” 

Improved customer service is another driver of adoption, according to suhail Halai, senior 
Manager of strategic Accounts for ultimate software. A good remote access solution 
provides speed and simplicity in solving customer issues:

Remote access global trends
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“I have been in a situation when clients cannot email me a sensitive Excel document that we 
need to edit together. In this case, and in other instances when they could benefit from my 
expertise, it’s much more effective for us to just kick up a remote session and collaborate.”

Regulatory compliance is also a consideration that now, more than ever drives companies 
to consider adopting a remote access strategy. Most industries are subject to compliance 
regulations such as HIPAA, PCI-DSS, and the newly-introduced GDPR. 

These regulations specify strict requirements about how organizations must store 
and process corporate and personal data. To achieve compliance there are multiple 
considerations that must be addressed in relation to security, privacy, and visibility.

Compliance as a driver of remote access is something William Merritt mentions, particularly 
for companies working internationally: 

“From a compliance and security standpoint, a consolidated, company-wide remote access 
solution would make things a lot simpler for us.”

Failure to meet compliance can have disastrous consequences, including legal punishment, 
data breaches, and loss of reputation, reinforcing the role of remote access as a permanent 
component of enterprise-wide strategies. 

Matthew Bellringer of Sussex University also agrees that adopting a remote access software 
that enables companies to observe compliance is extremely beneficial:

“One thing I really like about using a secure remote access solution is that it makes governance 
and compliance so much easier.” 

Remote access global trends
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Security

Given that the main purpose of remote access software is to allow people to take control 
of devices that are located remotely, security becomes a critical consideration. Our 
interviewees have shared with us some of the security concerns they needed to address as 
part of their remote access strategy. 

Rob Ossian fears that without the right security measures in place, giving people the right 
to access information outside the walls of the organization puts the system at risk of being 
compromised. An example of this would be a small company that outsources IT support 
and needs to give access to external IT consultants. The use of open source software or 
unencrypted tools and single-factor authentication could also put companies at risk of 
cyberattacks and data breaches. 

Kevin Sheahan, Director of Network Security Practice at Presidio Inc, puts it this way:

“It’s about vulnerability: you are sending your surface area into environments, processes and 
people that are not subject to your control. You can instruct every person you work with to 
follow your procedures and security measures when they connect to your systems, but there is 
always the possibility that they may fall short.”

Solving these issues can vary in complexity, depending on the environment. Boris Kalitenko 
is responsible for IT at University of Miami - Miller School of Medicine, where requirements 
are often in conflict:

“The healthcare industry is extremely regulated, so the challenges that we are experiencing 
are probably unique. While we need to provide a remote access to our clinical providers, we 
are obligated to guard patients’ healthcare information and control access to them”. Issues of 
confidentiality must be balanced with the detailed needs of people accessing the system for 
different purposes, so “collaboration between clinical providers inside and outside the hospital 
brings extreme complexity into the puzzle of remote access.”

Chapter 2
The major remote access adoption challenges 

“Once a 
system has 
been made 

remotely 
accessible, it 

also becomes 
remotely 

vulnerable.” 
Rob Ossian
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In a more general context, Larry Monuteaux, who resides in the us and is the IT manager at 
continuum Managed services, was particularly concerned about the use of devices at home:

“If people access our system remotely via a VPN, it creates a potential vector for data leakage.” 

Additionally, suhail Halai from ultimate software fears that external users might be 
accidentally given access to an excessive amount of information: 

“IT security guys and admins are occasionally reluctant to give access, as they fear that some of 
the tools they use might give the user too much control. The prospect of a data leakage means 
that sometimes they don’t make their work computers available in the way they should,” he 
said. 

While Monuteaux’s and Halai’s concerns are shared by many, it is worth noting that, unlike a 
VPn, a good remote access solution enables a high degree of control of what each user can 
and cannot access. 

The BYOD (Bring Your Own Device) dimension of home working was also raised as a security 
issue, as remote employees might adopt more lax security measures when it comes to their 
personal devices. Our interviewees identified secure user authentication as an essential 
feature of remote access tools.

our technology experts had some suggestions on how to make remote access software 
more secure: 

Kevin sheahan, director at network security Practice, commented: “

Multi-factor authentication (MFA) is a great feature offered by remote access providers for 
peace of mind. In the future, I would like to see the addition of a biometric authentication 
option, in line with phones becoming more capable of supporting fingerprint reading and facial 
recognition.”

While no remote access solution will provide guarantee of absolute security, features such 
as encryption, MFA and controlled access to teams and groups, contribute to create a very 
strong defense by enabling additional security layers. 

Cultural change and mindset

Research by Forbes in 2016 established that almost two-thirds of the workforce are fearful 
of change(4). It’s no surprise that one of the major challenges our interviewees identified is 
motivating employees to adopt new ways of working with remote access:

“Changing your company culture is always the most difficult part. The cost of adopting remote 
access is no longer a significant issue, because we know that this technology can save us a lot 
long-term and will help to mitigate risks. The main obstacle now is user acceptance.”  

The major remote access adoption challenges 
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While the costs of using remote access software depend on the use case and the number of 
licenses required, consolidating on a single remote access solution allows you to cut down 
the costs as well as the time which goes into deploying the software. 

successful implementation of remote working however involves a change of mindset, not 
only from the individuals, but also from the executive management. rob ossian explains:

“It takes a certain mindset to be able to work productively outside of the office environment, 
and employers need to be upfront about expectations. When I discuss remote working with my 
employees, the first thing I do is to establish what their success criteria is. While flexible working 
policies are good for the company, telecommuting is also a staff perk, and it can be suspended if 
performance deteriorates.”

Equally, he said, the manager needs to understand how to work with staff at a distance: 

“I have worked for a number of very skilled managers who just don’t know how to manage 
remote workers. In my experience, if they are bit skeptical about flexible working and reluctant 
to allow it, it’s because they don’t fully understand it.” 

Ultimately, the demonstrable benefits provided by a flexible working approach are slowly 
shifting this mindset, and employing remote workers is becoming a normal part of doing 
business for a growing number of organizations. 

While changing the culture of a workplace can be very challenging, doing so is far from 
impossible. one way to make it easier for businesses to embrace remote access software 
would be to use a software which is more user-friendly. 

User-friendliness

Traditionally, most remote access solutions were created specifically to support IT help 
desk activities. For this reason, their functionality can appear unfamiliar to non-help desk 
employees, making its adoption a bigger challenge than it needs to be. Medidata’s William 
Merritt talks about his experience:

“If you get a system that’s overly-complicated, the end-user experience really suffers. When that 
happens, we get into a situation where people are not happy with the solution chosen because 
they just can’t wrap their head around how to use it.” 

Helen david at big Woof consulting agrees: “Software suppliers try to create a user-friendly 
product, but sometimes they fail to deliver on this area”. She also identified a specific pain 
point that could create and cause delays when getting new users authenticated, especially 
following mergers between companies: “Single point of user authentication within a large 
corporate system is a challenge.”

The major remote access adoption challenges 
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Remote access systems need to work seamlessly, agrees Matthew Bellringer of Sussex 
University:

“Users don’t want to think about technology. They just want their application, their data, and 
they want to work without thinking about it. I think the real space for innovation is making 
software easy to use for corporate end-users, allowing us IT departments to deliver a service that 
feels much smoother and more intuitive.”

The IT professionals seem to agree that technology and software tools that are intuitive and 
easy to use, especially for teams and staff members outside of the IT department, will be 
accepted more easily by the workforce. 

Multi-platform support

These days, businesses are dealing with a hugely diverse hardware landscape. The prospect 
of handling such fragmentation can be very daunting, as it often brings challenging 
operational issues capable of creating frustration and costing the organizations valuable 
time and money.

This proliferation of devices and platforms is not going to go away any time soon, and 
embracing this new reality is a challenge on its own. When companies consolidate remote 
access to one user-friendly platform, however, the potential to roll out that solution across 
the organization becomes much greater:

Andre Smith, Network Administrator at Hampton University, observes: “That’s the beauty 
of remote access: it’s so simple! While writing our own remote access tool would require a great 
deal of effort, it is very easy for end-users to implement and for businesses to incorporate into 
many applications.”

The major remote access adoption challenges 
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Our interviewees observed that when an organization moves from using remote access 
merely as a tactical tool to using it strategically, they see numerous commercial and 
operational benefits.

Flexible connectivity

When it comes to building remote access solutions for your business, flexibility is 
an important consideration that often affects the choice between direct and cloud 
connectivity. 

Both options present clear benefits. While direct connectivity is liked by many due to the to 
not needing any third-party servers to establish connections, it can be trickier to configure. 
Cloud connections instead are in general more accessible, versatile and easier to manage, 
but they do introduce additional security and reliability considerations.

Cloud connectivity is also a must to support remote employees, and is part of that 
infrastructure that Rob Ossian addressed in his interview: 

“While most office-based people can work from anywhere and allowing them to do so can be 
beneficial to both the company and the employee, the organization needs to have the right tools 
in place for this to happen.”

Overall, remote access solutions offering both direct and cloud connectivity are more likely 
to meet the needs of organizations who don’t want to have to choose between direct or 
cloud and may want to use both depending on the use case. 

Chapter 3
The benefits of using remote access
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Employee retention

The opportunity to work from home, is extremely attractive to employees. The cbI 
Forecasts for 2017(5) concluded that flexible working was a key factor in attracting and 
retaining talent, to the point where a third of employees claimed to prefer flexible working 
to a pay rise. 

A canada Life study(6 revealed that home workers say their levels of productivity and 
morale have increased. This feedback results from a decrease of stress levels, the enjoyment 
of maintaining a casual attire, having more time to exercise and socialize, and the ease of 
not commuting daily.

rob ossian concurs: 

“Good flexible working policies increase staff morale, so it’s easier keeping employees with the 
company. A big factor is being able to grant valuable staff members the ability of working from 
home a couple of days per week.”

Control of Data

For William Merritt of Medidata solutions, moving towards one centralized remote access 
solution is essential for maintaining control of company equipment and data:

“It becomes too costly to maintain corporate-owned equipment and send it home with people, 
and it’s too much of a risk. They can lose it, they can leave, they’ll have data stored locally … 
Because our business is mostly data, if we don’t have a great degree of control we put ourselves 
at greater risk. Having a remote access solution that’s centrally managed, where the data 
actually lives and remains within the company, is very important.”

The benefits of using remote access
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Looking into their crystal ball, the technology professionals we spoke to have no doubt that 
remote working is here to stay. They are also equally adamant that while remote access 
software has made considerable progress over the last few years, it needs to evolve further 
to support this trend in a wider variety of contexts.

For many, it’s a question of aligning remote access with the company’s business objectives. 
In many ways, a good remote access strategy enables companies to expand their businesses, 
reduce costs, recruit the best employees, support them working efficiently and keep them 
motivated, and ultimately gaining competitive advantage over less progressive companies. 

Mike Harm, Chief Technology Officer at Workplace for Atos, sees a BYOD scenario feeding 
into a centralized platform:

“We think that BYOD will become much more prominent in the digital era. I feel that the 
inevitable diversity of devices would benefit from multi-platform solutions.”

Suhail Halai has spotted a similar, cloud-based hub emerging:

“Companies are adopting more and more SaaS (Software as a Service) solutions. At present 
times, these solutions mainly work on the internet rather than being installed on a machine. 
Conversion of company IT systems into cloud-based solutions allows employees to log in to the 
software from anywhere.” 

Halai added the caveat that some sectors will need to adopt a more cautious approach to 
adoption of remote access:

“If you think about insurance companies and banks, this model will not work as easily from 
any computer, as you would have to connect via a VPN or a corporate laptop for monitoring 
purposes. But I feel there is a healthy playground for remote access solutions”

Chapter 4
The future of remote access
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Our survey, which included the participation of 50 IT leaders, established that a solid remote 
access strategy is considered very desirable for businesses. One of the biggest benefits 
identified by our interviewees is the ability to support flexible working policies, aiding 
recruitment and retention of the best employees regardless of location. 

There is also the efficiency and cost-reduction potential of remote working. Flexible working 
practices increase the profitability of businesses with mobile workforces, while maintaining 
control of productivity and meeting compliance standards. 

Organizations that make the leap from viewing remote access as a tactical tool to using it in 
a more strategic way will see considerable operational and commercial benefits. 

While currently the specter of security breaches looms large for all businesses, the main 
reservations among our interviewees relate to the relatively unknown risks of allowing 
company data to be accessed remotely. This view, however, was balanced by those who felt 
that a consolidated, centralized approach, focused on encryption and secure authentication 
of devices, offered a high level of control and compliance. 

The difficulty of changing the culture of a workplace was considered by most an obstacle in 
the way of embracing remote access software. Many interviewees agreed that making the 
tools easy to use is key to their uptake among the workforce. 

Overall, our interviewees concluded that remote access will inevitably be adopted by 
progressive companies using it to deliver a considerable strategic advantage. 

Conclusion
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This survey has been very valuable for us at RealVNC. We are always interested in hearing 
how IT professionals experience remote access and what challenges they encounter when 
adopting the technology. This is essential to help us improve our own screen sharing 
product, VNC Connect. We were happy to learn that the results reported in this survey 
were in line with the feedback we receive by interacting regularly with our customers and 
prospects. 

Remote access global trends

As RealVNC is a fast-growing tech company, we have been able to experience first-hand 
some of the factors that drive other organizations to adopt remote access technology. 

Remote working, for example, is a new business reality for many businesses, such as our 
own: many RealVNC employees have been taking advantage of our flexible working policies 
and telecommute regularly. While implementing these policies came with its challenges, 
allowing our employees to work remotely lead to in an overall increase in productivity, a 
morale boost for staff, and the ability to hire from a much wider pool of candidates.

Regulation compliance has also been a trending topic in 2018, given the recent 
enforcement of the new GDPR (General Data Protection Regulation). For us, enabling and 
meeting compliance has been a year-long mission, but we know that efforts to maintain 
regulatory compliance will pay off in the long run.

Every company, and especially those in their growing stage, should strive to develop a 
strong best practice-culture, so that compliance and security are part of every remote 
access session. Ultimately, these are essential for protecting the reputation and future of 
any business.

Final thoughts from
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The major remote access adoption challenges

Remote access software, like any technology has some inherent barriers to deployment. In 
our experience, the main concern people have with remote access software is security. 

At RealVNC, we have always done our best to address these concerns by having a 
transparent approach to our security architecture, and by supporting critical features that 
add further layers of security, such as multi-factor authentication, encryption and controlled 
access to teams and groups. 

We found that transparency and regular security-oriented product updates go a long way 
when it comes to giving our customers and prospects total peace of mind. This approach, 
together with businesses becoming more aware of the benefits of using a reputable remote 
access solution such as VNC Connect, are making it easier for organizations to overcome the 
traditional obstacles associated to new software adoption. 

The benefits of using remote access 

The current evolution of technology and business models is raising the visibility of remote 
access as a strategic, rather than tactical, corporate tool. 

We were happy to see that the IT professionals who participated in the survey agreed that 
a good remote access strategy enables progressive business practices like remote working, 
supporting new revenue models and helping IT teams manage an increasingly complex 
BYOD landscape.

The future of remote access

Over the last few years we have witnessed remote access technology evolving well beyond 
its traditional help desk use case. We are also observing a proliferation of BYOD and other 
new business ecosystems, and we expect this trend to continue.

Communicating with our customers reinforced our opinion that remote access is not only 
here to stay, but also that organizations are more aware of the improved business efficiency 
that can be gained by using it across departments and sectors. 

We are already seeing the remote access market expand beyond the traditional office 
workspace into retail, consumer devices, automotive, banking and even healthcare. 

Another likely future scenario that supports this trend is the use of remote access in 
combination with third-generation technology, such as augmented reality, for training and 
education purposes. 

Final thoughts from
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